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ABOUT US

We have an elite team of experts specializing in deep malware analysis and
advanced threat hunting. Our core responders are veterans of government and
national defense cybersecurity units, specializing in digital forensics and
neutralizing sophisticated APT (Advanced Persistent T(t) attacks.

Pioneering MDR in Taiwan since 2014, we were the first domestic team to deliver
dedicated Threat Hunting and Managed Detection and Response services.

OUR MISSION “INSTANT THREAT MITIGATION”

Unlike traditional tiered-pricing security services, ITSec MDR is an all-in-one solution designed by
InTimeSec. We empower enterprises with comprehensive endpoint protection, integrating
advanced behavioral analysis, real-time incident notification and response, and detailed post-event
reporting with vulnerability remediation advice to neutralize threats at their source.

ITSEC MDR UNRIVALED PROACTIVE
SERVICE LEVEL THREAT HUNTING

Report
Root Cause analysis & Hardening ® Eliminate Threats In Time

tips to prevent recurrence
"I Our digital forensics team provides 24/7 uninterrupted

monitoring and incident response. We deliver expert consulting
and high-precision alerts around the clock to keep your business
Remediate secure.

Real-Time Threat Neutralization & .
Incident Mitigation One-Stop Service
3 From initial detection and response to Root Cause Analysis and
formal forensics, we provide the industry’s most complete service

Not ify scope in one single package. Our inclusive model eliminates the

stress of unpredictable follow-up processing costs.
Validated Alerts & Expert Response P PP &

Consultation =) O Rapid Cloud-Native Deployment

Our cloud-native architecture minimizes resource requirements to
reduce operational overhead. Deployment is streamlined,
allowing you to activate full-scale protection within minutes.

Analyze
24/7 Endpoint Monitoring
& Proactive Threat Hunting
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Q How Does Your Current Security comprehe.ns.ive 24/7. MDR PrOtECtion
Provider Measure Up? with Unlimited Incident Response




ITSEC MDR SERVICE WORKFLOW
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ITSec MDR SOC /SIEM
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Technology Stack Big Data + EDR Log-Centric SIEM
Operational Logic Proactive Hunting & Behavioral Analysis Reactive Alert-Triggered Validation
Analysis Scope Holistic Behavioral Context Isolated Alert Events
Service Commitment Unlimited Incident Response (IR) Notification & Escalation Only
Final Value Remediation, Root Cause Analysis Alert Triage & Closure

INCIDENT RESPONSE TIMELINE

Detection Response Remediation
Intrusion » Notify administrator » Done remediation
Y v AN v
Active detection N Guided mitigation Forensics reports
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Initial response *Within a few minutes, threat hunting and mitigation begins.

SYSTEM REQUIREMENT

Supported OS Resource

= Windows 7+ = CPU Usage: Lessthan 1%

= Windows Server 2008 R2+ = Bandwidth: Average of TMb/s per 1,000 devices.

= CentOS 7+ “Calculated based on an average environment of 900 PCs and 100 Servers
= RedHat7+

= Ubuntu 16.04+

= Debian 8+
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not just a flood of alerts

intimesec.com

We provide comprehensive detection, analysis, and remediation reports alongside actionable improvements.
Beyond simply notifying you of threats, we provide real®ime assistance in repelling hacker attacks, removing the

burden of independent investigation from your shoulders.




